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24 September 2021 

FROM:  

Office of the Privacy Commissioner for Bermuda 

Maxwell Roberts Building, 4th Floor 

1 Church Street 

Hamilton, HM11, Bermuda 

 

TO:  

Ms. YJ  Fischer 

Director 

Office of International Affairs, Securities and Exchange Commission 

100 F Street NE, Washington, DC, USA 20549-8041 

c/o Jeremiah Roberts, Attorney-Adviser 

 

 

Re: Guidance on the Personal Information Protection Act 2016 (PIPA) in the context of US regulatory 

obligations [VIA EMAIL] 

 

Dear Ms. Fischer, 

 

Good day, and thank you for your interest in the work of our office. We write this letter to provide a 

view as to the application of PIPA in the context of Bermuda based organisations with United States 

regulatory obligations, in the specific context of the US Securities and Exchange Commission (SEC). 

This letter is intended to inform your office as well as provide general guidance to the organisations 

themselves. 

 

Preliminary discussions 

 

We understand that under US law organisations must retain, gather or generate, keep secure, and 

process information, documents, and materials, and must provide these directly to the SEC and make 

them available for inspection upon SEC staff's request. 

 

These organisations include ones in Bermuda that are registered, required to be registered, or 

otherwise regulated by the SEC in a variety of forms and roles. As described to us, SEC staff requests 

these organisations’ books, records, and other materials to evaluate compliance with legal obligations 

designed to ensure proper legal administration and to prevent or enforce against illegal behaviour such 

as money laundering, fraud, or sanction evasion.  

 

The SEC is legally entitled under US law to request and examine such books and records which may 

involve sources of information such as e-mails sent or received by staff (internally and externally with 

prospects and clients), as well as meeting notes and other written materials.  

 

In an examination, SEC staff will send a request for documents that requires an organisation to 

provide certain described information. Failure to generate or keep such records would violate the 

firm's regulatory requirements. Failure to provide information as requested would generally violate 

the firm's regulatory requirements, would be deemed to be impeding an examination, and might result 

in an enforcement referral or, if severe, an enforcement action.  

 

As described, the requested information could include a wide range of information, including office 

policies, procedures, organisation structures, staff lists, director details, employee disciplinary history, 
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employment applications, employee personal trading records, financial transaction records, customer 

complaints, customer agreements, internal communications, and documents relating to service 

providers such as consultants and auditors. The SEC's practice is to limit the type and amount of 

personal information it requests during examinations to targeted requests based on risk and related to 

specific clients, accounts, and employees. The requested information may include “sensitive personal 

information” as defined in PIPA section 7. 

 

As described to us, SEC examinations are non-public. Information received by the SEC is maintained 

in a secure manner and, under strict US laws of confidentiality, information about individuals cannot 

be onward shared save for certain uses publicly disclosed by the SEC, including in an enforcement 

proceeding, pursuant to a lawful request of the US Congress or a properly issued subpoena, or to other 

regulators who have demonstrated a need for the information and provide assurances of 

confidentiality. Information from SEC examinations is also subject to the requirements of the US 

Privacy Act of 1974, as amended, and the US E-Government Act of 2002, and other Federal privacy 

laws, regulations, standards, and guidance, as well as US Freedom of Information Act controls that 

protect confidential information. The SEC uses what it obtains solely for its own lawful, regulatory 

purpose. It is itself subject to audit by the US Government Accountability Office and other 

governmental oversight. 

 

Scope of PIPA 

 

As an introductory matter, please note that as of the writing of this letter PIPA is currently in 

transition to coming into effect. PIPA Section 52(2) grants the authority to the Minister to “appoint 

different days for different provisions of the Act.” Some provisions are already in effect, such as the 

provisions that deal with the creation and powers of the position of Privacy Commissioner. Other 

provisions relating to specific rights and responsibilities have not yet entered into effect. The analysis 

below concerns how an organisation may comply with PIPA once in effect. We do not at this time 

anticipate significant substantive changes to PIPA prior to coming into effect. 

For the purposes of this letter, please note that section 29(1)(i) and (j) are in effect. Under these 

provisions our office may give guidance of general application regarding rights and obligations under 

PIPA and may liaise and co-operate with domestic and foreign law enforcement agencies and 

regulators. This letter is written under such authorities. 

Under section 3, PIPA “applies to every organisation that uses personal information in Bermuda…” 

We interpret the words “that uses personal information” and “in Bermuda” to be phrases that both 

serve as modifying adjectives for the word “organisation.” In other words, if the organisation is in 

Bermuda, and the organisation uses personal information, then PIPA would apply.  

To help narrow the scope of our discussion, please note that PIPA contains an exclusion in section 

4(1)(c) for the use of business contact information for the purposes of contacting an individual in their 

capacity as a representative for an organisation. “Business contact information” is a defined term that 

includes name, position, and business telephone, address, or similar information. As described above, 

the use of information for SEC examinations will likely go beyond this exclusion in many 

circumstances, but not all. 

PIPA compliance 

 

As described in PIPA section 5 (and further outlined in our guidance, “What is a privacy 

programme?”), every organisation that uses personal information in Bermuda must implement 

measures and policies to give effect to its obligations. PIPA section 5(3) addresses the use of vendors 

or third parties, or other data transfers: “Where an organisation engages (by contract or otherwise) the 

services of a third party in connection with the use of personal information, the organisation remains 
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responsible for ensuring compliance with this Act at all times.” This requirement should be read along 

with that of section 5(7) to “act in a reasonable manner” and the requirements described in section 13 

“Security safeguards.”  

 

As a general matter, organisations that choose to transfer data to a third party may do so in many 

different ways and for many different purposes, and the personal information involved may vary in 

types or sensitivities that must be considered. To ensure they are meeting their obligations, 

organisations may take steps such as:  

 

 establishing internal standards that outsourcing partners or third parties must meet,  

 creating an evaluation process as part of procuring vendors (such as a survey, questionnaire, 

or formal audit),  

 conducting due diligence to validate the responses' accuracy,  

 documenting the agreement and the parties' mutual responsibilities in a legally-enforceable 

contract, and  

 monitoring the relationship for compliance with these standards. 

 

The exact nature of these steps will differ for all vendor relationships or third-party data transfers, and 

will certainly differ in a regulatory context from a traditional business interaction. The appropriate 

actions needed will depend on the sensitivity of the information and risk of harm.  

 

Under PIPA’s section 6, organisations must select the “Conditions” under which they are lawfully 

using personal information. While many organisations default to the concept of requesting consent of 

the individual (as described in 6(1)(a) and 6(2)), this condition may not in fact be the most 

appropriate, since consent must be clear and informed and may be withdrawn. Instead, as discussed 

further below, the most applicable condition for organisations under SEC examination would be 

section 6(1)(g), which states: “the use of the personal information is necessary to perform a task 

carried out in the public interest…” Depending on the circumstances, other sections, such as 6(1)(c) 

(the use is necessary to perform a contract), (h) (the use is necessary in the context of an employment 

relationship), or section 6(3), could also form the basis for use. 

 

Organisations must be transparent about how they use information by creating privacy notices as 

described in section 9. In the circumstances of SEC regulated organisations, this notice should include 

a statement that the sharing of information with SEC for regulatory compliance is a described purpose 

under section 9(1)(b) and should enumerate the choices available to an individual regarding this use 

(including whether they are unable to exercise a choice) as described under 9(1)(f).  

 

PIPA includes additional obligations under section 15 if an organisation is making a data transfer to 

an “overseas third party,” or a third party not domiciled in Bermuda, such as the SEC. The following 

analysis is provided in detail in our “Guidance on Vendors, Third Parties, and Overseas Data 

Transfers.”  

 

Like much of PIPA, the provisions of section 15 contain a great deal of flexibility to allow 

organisations to meet their many, varied circumstances. Section 15(2) specifically requires an 

organisation to “assess the level of protection provided.” This means using measures such as the ones 

listed above to understand how the third party will use the information and what safeguards are in 

place. 

 

Because an overseas data transfer involves sending personal information outside of Bermuda, and 

outside the reach of PIPA, section 15(3) further adds that “organisations shall consider the level of 

protection afforded by the law applicable to such overseas third party,” which could (but need not) be 

demonstrated by a designation by the Minister. Section 15(4) clarifies that an organisation may act 

upon a reasonable belief that the protection in the overseas third party's country is comparable to 
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PIPA, and may consider certification mechanisms recognised by our office as evidence of such a level 

of protection. 

 

According to section 15(6), notwithstanding the remainder of section 15, transfers may be allowed in 

circumstances where an organisation needs to conduct the transfer to uphold their legal rights, or if 

they conduct an assessment of the transfer and consider it to be “small-scale[,] occasional[,] and 

unlikely to prejudice the rights of an individual.” To utilise this section, requests for information 

should not be large scale and systematic. We understand that SEC requests are, in general, not regular 

and predictable in this way. 

 

Whether a data transfer is “small scale” will be a question of fact that depends on the circumstances. 

For example, a number of records that would represent a very small fraction of individuals in one 

country may represent a high percentage of Bermudians. Under PIPA, this would not be a small scale 

transfer. Likewise, a transfer that consists of information related to every life event from birth for a 

single individual would not be small scale. Organisations should assess their circumstances to 

demonstrate accountable decision-making on this and other analyses. Transfers that consist of a 

limited number of specific records for an individual would likely be considered small scale, as would 

similar transfers for a small, defined group of individuals. 

 

The question of whether a transfer of information would be likely to prejudice the rights of an 

individual is also a question of fact. If so, then the transfer would not be allowed under section 15(6). 

We interpret the term “rights” broadly to mean privacy rights, human rights, criminal rights, or other 

rights. In other jurisdictions, comparable provisions to section 15(6) prohibit a transfer if merely 

against an individual’s “interest.” 

 

Application 

 

Like other regulators in Bermuda, our office is committed to engaging with the international 

community. This course of action enhances Bermuda's reputation as a regulatory leader and ensures 

that our guidance and actions are consistent with standards and best practices around the world. 

Individuals benefit from this engagement because their privacy rights are interpreted according to 

the high standards of global consensus. Organisations benefit because our guidance reflects consensus 

best practices, and our regulatory actions become interoperable standards that suit multiple 

jurisdictions, promoting consistency and reducing compliance costs. 

 

In relation to our current topic, there are well-established international precedents regarding public 

interest. Specifically, there is a Bermudian public interest in ensuring that Bermuda-based 

organisations do not engage in conduct overseas that would constitute a violation of law if performed 

in Bermuda. For this reason, Bermudian organisations may utilise section 6(1)(g) as the condition 

under which they transfer personal information to the SEC.  

 

In addition, organisations may reasonably conclude through their own analysis that a transfer of 

personal information to the SEC is permitted under section 15. For example, in the context of section 

15(2), an organisation may evaluate commitments the SEC makes about how personal information 

will be used, along with other privacy programme disclosures (as outlined on the SEC’s page, “About 

Privacy at the SEC”). Regarding sections 15(3) and (4), an organisation evaluating a data transfer to 

the SEC may evaluate US privacy requirements such as the US Privacy Act of 1974, as amended, the 

US E-Government Act of 2002, and other Federal privacy laws, regulations, standards, and guidance 

and reasonably conclude that they provide comparable levels of protection for personal information. 

In the context of section 15(6), an organisation may document the circumstances and reasonably 

conclude that the SEC is a permitted recipient. 
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Further, since the use of personal information would serve a Bermudian public interest function, 

section 24 may allow for exceptions to PIPA’s requirements if a result would prejudice the discharge 

of this public interest. In such circumstances, our office will investigate and make orders, as 

appropriate.  

 

Nevertheless, organisations must maintain records that document their accountability for meeting the 

various requirements under PIPA, such as an analysis relating to decisions about use of personal 

information or transfer to an overseas third party, and including other elements of PIPA not addressed 

in this letter. Organisations must determine that your requests are within the scope of your regulatory 

powers and requirements, and keep a record of their considerations so they are able to demonstrate 

this, as part of a fully auditable governance process. 

 

Reports 

 

An individual may ask our office to review the organisation’s decisions to share personal information 

with the SEC, and our office may investigate. In general, we would contact the organisation to ask for 

their comments on the complaint. We would not find there to be a breach of the PIPA if the firm 

demonstrated organisational accountability that it had carefully considered and appropriately applied 

the relevant provisions of PIPA. 

 

Nevertheless, should there be a breach of PIPA by an organisation, we would take an educational and 

corrective approach. We aim to advise and assist organisations in a way that recognises both the need 

to protect the rights of individuals in relation to their personal information and the need for 

organisations to use personal information for legitimate purposes. 

 

Conclusion 

 

We conclude that organisations, that are subject to the jurisdiction of the SEC and receive a legitimate 

examination or other request from the SEC, may use personal information for the purpose of sharing 

with the SEC, provided the organisation meets its compliance, transparency, and other requirements 

under PIPA. Our view is that organisations will be able to rely on section 6(1)(g) and may reasonably 

conclude through their own analysis that a transfer of personal information to the SEC is permitted 

under section 15. Notwithstanding that, exemptions may be available if a circumstance would result in 

a prejudice to the discharge of a public interest function. 

 

For the removal of all doubt, we would welcome further discussions about official recognition for 

your jurisdiction and/or certification mechanisms for transferring personal information. We recognize 

these discussions will involve a variety of stakeholders, and stand ready to support the effort.  

 

We hope this letter is of use to you and to SEC regulated organisations, and we look forward to 

continued engagement and co-operation.  

 

 

Best regards, 

 

 

\ 

 

Alexander McD White 

Privacy Commissioner 
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Reservation of Rights: 

 

Please note that this guidance does not represent an approval or endorsement by us of you or your 

product or service. This letter does not prevent regulatory action by us or by any other regulatory 

body or authority, does not affect rights conferred on third parties (such as customers or employees), 

nor does it bind any courts. It is given without prejudice to any decision or action that we may take in 

the future, including any enforcement or other regulatory action. Please note that our position and 

recommendations may change over time, for example on receipt of further information by us, or 

following a change in law, court judgments, regulatory guidance, or policy. 
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